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29 April 1988
OCA 88-1344

Mr. Sven F. Holmes

Staff Director/General Counsel
Select Committee on Intelligence
United States Senate

Washington, D.C. 20510

Dear MriE;kahgz

In further regard to our recent conversation, 1 am
enclosing a memorandum our Deputy Director for
Administration has received from Steven Garfinckel,
Information Securitv Oversight Office, General Services
Administration. In it, Mr. Garfinckel describes his
discussions with John E11iff regarding possible legislation
on limitations on nondisclosure policy.

I trust that, as we discussed, you or Britt are
monitoring this matter . Obviously, the issves involved

here are of considerable concern to us. Thanks for your
help.

Best rggards,

STAT

Enclosure

cc: Britt Snider
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Britt Snider
D/OCA
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Letter to Sven Holmes on Grassley Amendment

(29 April 1988)
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April 25, 1988

MEMORANDUM FOR: Rae M. Huffstutler

Deputy Director for Administration
Central Intelligence Agency

FROM: Steven Garfinkel (é&f.. ,&M
Director, Information Security’Oversight Office

SUBJECT: Possible permanent legislation regarding
limitations on nondisclosure policy

John Elliff, a senior staff member of the Senate Select
Committee on Intelligence, has referred to me the enclosed
material relating to the proposed amendment of 5 U.S.C. § 7211
and 5 U.S.C. § 2302. The intent would be rmanent substantive
legislation similar to Section 630 of Public Law 100-202, placing
limitations on the executive branch's authority to impose
nondisclosure policies on classified information.

Elliff advised me that the draft legislation had been
referred to him by staff of the Senate Governmental Affairs
Committee, who suggested that it might be offered as an amendment
to pending legislation that would amend the Ethics in Government
Act. They had referred it to Elliff to seek his views. He, in
turn, advised them that he would need to consult with certain
officials in the executive branch to hear their reaction before
forwarding his own views. He specifically asked for our

"informal” views, even to the extent that he was looking for a
telephone response or responses.

To discuss our options and recommendations, I will chair a
meeting of representatives from the National Security Council
staff, the Departments of State, Defense and Justice, and the
Central Intelligence Agency on Wednesday, April 27, at 2:00 p.m.,
)in my office. It is located in Room 6046 of the General Services
Administration Building, 18th and F Sts., N. W. Please call
Dorothy Cephas at 535-7251 with the name(s) of your representa-

tive(s). Because of space limitations, please limit the number
of your representatives to no more than two.

Enclosure
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Amending S USC Section 7211: (underlined language is new; textual
language in parentheses is deleted).

Ne nondisclosure pol icy, form, .agreemeht, grder or agency action

may prohibit or (sanction) jmpose & penal ty for any oral or

written disclosure of (1) information protected by Section

2302(b)(B) of this Title, or 2) any national security

information other than’that specifically@grogerlqmarked as

classified; or, unmarked but known by .the

emplcyee to be

classified; or, unmarked but known by the emplcyee tc be in the

process of a classification determination. Ncer may any

nondisclosure policy, form, agreement, order or agency acticn

directly or indirectly cabstruct, by requirement cf prior

(written) authcorizaticon, limitatien of authorized disclosure, or
? .

ctherwise, the right - of any individual ta ¢1) petition or

communicate with "Members of Congress in a secure manner as

provided by the rules and procedures of the

Congress, o (=3
i er . _ Cas . . -
disclose information covered by Section 2302 (b)ycE) of this

Title.

(Enfcorcement) The courts for the district in which the individual

resides, where the wviaclatien cccurred or i the District of

Columbia are authorized ta issue injuncticns, declaratcry

judgments, cor any other appopriate relief against any policy
—r— —_——re G [n} c ’

rule, order, requlaticn, contract, form, aqreement crder or
= ? — —_—

agency action which would viclate this secticon
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« (lurisdicti '
urisdiction)> Add to Section S concerning Reprisals a newv

subsection (a):

Section 2302(¢a)(2)CA) of title Sy U.S. Code, is amended by

inserting the following:

"(x) the granting or reveccation of a security clearance

or of access to classi fied information or a secured

installation; "

N.

a . [ 4
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5 §7211 EMPLOYEES " Part 3

. SUBCHAPTER II—EMPLOYEES' RIGHT TO PETITION
! CONGRESS

v § 7211. Employees’ right to petition Congress

The right of employees, individually or collectively, to petition
Congress or a Member of Congress, or to furnish information to ei-

7 : ther House of Congress, or to a committee or Member thereof, may
iz g not be interfered with or denied.

‘,'.‘-ég .. Added Pub.L. 95454, Title VII, § 703(a)(3), Oct. 13, 1978, 92 Stat.

- b N ¥ . :

Bt 1217. :

RIS g ;.

1'-:“ ’ . Historical Note

-.:#i” . Eftective Date. Sfection effective 90 Legislative History. Fur legisiative

dars after Oct. 13. 1978, ~ee aectiun 907 of  histury sod purpuse of Pub.L. 93—434. se-

Pub.L. 9554, et out as 2 note under 1975 U.A.Code Cone. aod Adm.News, p.
i sectiod 11ul of this tisle. ey 8

Library References
t United States C=4. C.J.S. Usited States §1 35 to 4.
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:4.';' Sysems Protecion Baard .;: ‘:sw:m prndiction  dence 318 mot eatablah that officiels who teok
3 ond 10 sdudKate appeal nisl OR 1Y Wenin. 20100 AgUAN .
'{“' . Marme v EEOC. MSPD 194 20 MSPR  soge of b EEO comtent, et T e oo
3%, elapred between EEO matter and the wspenson
9. Burden of proof. Harmson v, Depariment of Army, MSPS 1985, 29
Employee 318 aot prove alieganon of prodidbued M SP.R. 204,
repmal by preponderance of the endemee: evi-

%
[ &N

Prohibited personnel practices

[a) 1) For the purpose of this title, “prohibited personnel practice” means any
acton described in subsection (b) of this section.
() For the purpose of this section—
(A) “persorrel action” means—
i) aa appointmens,
(i) a premotion;
4iii) an action under chapler %5 of this tit'e or other distipliaary or
correciive 2ction;
tivy a dewil, transfer. or reassignment
(v} 3 feinstatement;
\vil 2 resworation;
trii) a reemployment;
(~iii) a performarce evalvation under chapter 43 of this title;
tix) 2 decision concerning pay. denefiis. or awards, or concerning edu-
cation or training il the education or wraining may reasonably be expected to
iead 20 an appointment, promotion, performance evaiuation, or other action
Gescnibed in this subparaygraph; and
"’"—"9 ix) any oiter significant chanyz in <uties or tesponsibilies which is
inconsisient with the emplovee's salary or Zrade level . ex-
wizh respct to an employee in, or applicant {or. a covered position in an agencyt .

(B) “cuvered position™ means any posizion in the competitive service, 3 career - ag:
appointee position in the Senior Execuiive Service, or 3 position in the excepted
sercice. but does not inclade— ;

(i) 2 position which is excepted irom the competitive service becauss of
i3 confidential, policy-determining. policy-making, or policy-advocating chas-
acser. or .

(i) any position excluded from the coverage of this section by the
President based - a determizazion by the President thut it is necessary and
warranted by cunditions of goed séminisiration.

C3 “agency™ mears an Executive 2gency, the Adminisirative Office of the
Tnited States Courts. and the Guvernment Priating Office. but does not ir-
clide—

ti) 2 Government corporation;

(i) the Federal Bureau of Investization. the Certral Inteiligence Agency.
the Deiense Inteiligence Agency. she Natoral Security Agency. and, a:
determined by the President any Executive agercy or unit thereof the
principal {unction of which is the csacuct of foreign intelligence or counter-
intelligence activities; or -

(i) the General Accountizg Office. i «

@ Any employee who has authorit; to take, direct others w take, recommend. ¢r &
appreve any personrel acticn, shall act, a1th respect to such authority—

(11 disccminate for or against any employee or applicant for employment— «a

oot i 40 G SRS S AL R S S GEER 6 Gn  feb & &SNS
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= (A) on the basis of race. color, religion. sex, or national origia. 3s the
- rronivited under fection 717 of the Civil Rights Act of 1964 (12 USC. s
k - : (B) o the basis of age, a3 prohisited under sections 12 and 15 of the Age 1 :!d
- 3 Discrimination in Employment Act of 1967 (29 U.S.C. 631, 623a), C e
. g (C) on the basis of sex. as prohibited under section 6(d) of the Fair Labor ’
. Standards Act of 1938 (29 U.S.C. 206(d) ); ) . ) h(~l~
',i D) on the basis of hardicspping condition, as prohibited under sectics - e
o 301 of the Rehabilization Act of 1973 (29 U.S.C. 731X or N ;
Sdt :
S RN ¢
N ;3‘ :
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E) on the basis of marital status or pokitical affiliation. as prohibited
sader any law, rule, or regulation;

(2) solicit or consider any recommendation or statement. oral or wTitten, with
respect to any individual who requests or i3 under consideration for any
personnel action unless such recommerdation or statement is based on the
personal knowledge or records of the person furnishing it and consists of—

(A) an evaluation of the work performance. ability, aptitude, or general
qualifications of such individual; or

‘t(B; 8n evaluation of the character, loyalty, or suitability of such individuy-

(3) coerce the political activity of any person (including the providing of any
political contribution or service), or take any action against any employee or
appiicant for eraplosTent as a reprisal for the refusa) of any person to engage
in auch nohtica! acuivizy:

13} geceive nr wi Y vdstruct any person with resgec: W such person’s
fight W whigeie for eniplornens:

(3) inflnence any perzon to withdraw from comretizion for any position for
the purpose of imzroving or injuring the prospecis ol any oiher person for
employment:

(6) grant ac preference or advariage not authorized by ‘aw, rule, or regula-
tion o any empioyee or applicant for employment (ircluding defining the scope
or manner of comzetition or the requirements jor any position) fcr the purpose
of improving or :njusing the prospec:s of any particalar person for employment:

(7) appoint, empioy, promote, advance, or advocata for appointment, employ-
ment, promotion. or advancement. in or 1 a civiiian position any individual who
i3 a reistive 23 defined in zection 311(aX3) of chis ticel of such employee i(
such position is in the agency in which such employee is serving as a public
official {as defired in section 21101an2) of this zit'e) or over which stch smpioyce
exercises jurisdiction or control as such an oificial:

ke or {ail w take 2 personrel aczion with respect % arny employee or
appucant for employment as a reprisal for— .
(A) a disclusure of inlormation by an employee or applicant which the

employee or appiicant reasonably believes evidences—
(i) a violation of any law, rule, or regulation, or -

(ii) mismanagement. a gross waste of funds, an sbuse of authority,
or 3 substanial and spezific dinger to public heaith or safety,
if such dizclosura is 2ot specificaily pronibited by law and if such information is
not specifically required by Executive order to be kept secret in the interest of
national defense ar the conduct of forcizn aifairs; or
(B) a disclosure %0 the Special Cuunsel of the Merit Systems Protection
Board, or 0 th2 inspector Gereral of an agency or another employec
designated by the head of the agency to receive such disclosures, of
information which the employee or applicant reasonably believes evi-
dences—
(D a violation of any law, rule, or regulation, or -

(ii) mismanagement, a gross waste of funds, an abuse of autharity,
or a substantial and specific danger to public health or safety;

(9) take or f2il to take any personnel action against any erployee or applicant
for employment as a reprizal for the exercise of any appeal right granted by any
law, rule. or regulation; .. T . e

(10) discriminate {or or against any employee or applican: for employment on
the bosis of conduct which does not adversely aifect the performance of tiie
employee ur applicant v the performance of others; except that nothing in this
paragraph shall prohibit an agency from taking into account in determining
suitability or fitness any corviction of the emplovee or applicant for any crime

. under the laws of any State, of the District of Columbia, or of the Uhnited States;

or - .
(11) take or {ail 0 take ary other personnel acion if the taking of or failure

t5 take such action violates any law. ruie, or regulation implementing, or dircetly

concernicg, the merit sysiem principles contaired in section 2301 of thiz title.
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